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ABSTRACT

Meltdown and Spectre are vulnerabilities that exploit out-of-order execution and speculative execution techniques to read
memory regions that are not accessible with user privileges. OS patches were released to prevent this attack, but older
systems without appropriate patches are still vulnerable. Currently, there are some research to detect Meltdown and Spectre
attacks, but most of them proposed dynamic analysis methods. Therefore, this paper proposes a binary signature that can be
used to detect Meltdown and Spectre malware without executing them. For this, we collected 13 malicious codes from
GitHub and performed binary pattern analysis. Based on this, we proposed a static detection method for Meltdown and
Spectre malware. Our results showed that the method identified all the 19 attack files with 0.94% false positive rate when
applied to 2,317 normal files.
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1 cat <<-'EOF'

2 static inline int

3 get_access_time(volatile char *addr)
4 {

5 unsigned long long timel, time2;
6 EOF

7

8 if grep -q rdtscp /proc/cpuinfo; then
9 cat <<-'EOF'
1@ unsigned junk;
11 timel = __ rdtscp(&junk);
12 (void)*addr;
13 time2 = _ rdtscp(&junk);
14 EOF
15 else
16 cat <<-'EOF'
17 timel = _ rdtsc();
18 (void)*addr;
19 _mm_mfence();
20 time2 = _ rdtsc();
21 EOF
22 fi
23 cat <<-'EOF'
24 return time2 - timel;
25 }
26 EOF

Fig. 1. Flush+Reload attack in Meltdown Exploit
code

Fig. 2. KPTI(Kernel Page-Table Isolation)
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void victim_function(size_t x)
{
if (x < arrayl_size)
temp &= array2[array[x] * 512];

}

Fig. 3. Part of Spectre proof of concept code
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Table 1.
antivirus engine detection rate.

The number of signatures contained in the Meltdown, Spectre attack file with the highest

Instruction and API Melt.1 Melt.2 Melt.3 Spect.1 Spect.2 Spect.3
rdtsc 3 2 0 6 0 0
rdtscp 0 0 2 2 2 2
mfence 3 3 0 0 0 0
clflush 1 1 2 2 2 2
cpuid 12 5 10 5 4 7
SetUnhandledExceptionFilter 1 1 1 5 1 1
QueryPerformanceCounter 1 1 1 4 1 1

® QueryPerformanceCounter o] rdtsc} rdtscpe] 37t 23] o|Akel Ao®
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Table 2. Opcode frequency analysis results.

Opcode Meltdown | Spectre Clean
(%) (%) (%)

clflush 0.02 0.024 0.001
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Table 3. Checker performance valuation result

False Alarm | Detection / Set | Rate(%)
False Positive 22 / 2317 0.94
False Negative 0/ 32 0
True Positive 32/ 32 100
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